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A. DHCP Snooping Configuration Procedure
Environment:
[image: image9.jpg]


[image: image10.jpg]


[image: image11.jpg]



	Interface
	MAC_Addr
	IP_Addr

	#4
	xx:xx:xx..
	192.168.1.3

	...
	...
	...


Setup Procedure:
Access FOS-3126-PLUS by “Telnet” or “RS-232” console with the following username and password:

Username: Admin ↵
Password: ↵
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Figure 1. FOS-3126-PLUS Login Menu page
Step 1. Enable the DHCP Snooping function. 
Follow the following path to enter the DHCP Port Settings page as show in Figure 2.
· 4. Switch Management

· D. SKA Configuration
· 2. DHCP Port Settings
And select the DHCP mode as show in Figure 2.
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Figure 2. DHCP Port Settings page
PS. The Uplink Port for DHCP Server FIX in Port 25 or Port 26

B. DHCP Option82 Configuration Procedure
Environment:


Setup Procedure:
Step 1. Enable the DHCP Option82 function. 
Follow the following path to enter the DHCP Opt82 Settings page as show in Figure 3.

· 4. Switch Management

· D. SKA Configuration
· 1. DHCP Opt82 Settings

And enable the DHCP Opt82 Relay Agent as show in Figure 3.
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Figure 3. DHCP Opt82 Settings page

PS. DHCP Snooping needs to enable to make the Option82 work.
C. IPv6 Filter Configuration Procedure
Environment:

Setup Procedure:
Step 1. Enable the IPv6 Filter function. 
Follow the following path to enter the Filter Configuration page as show in Figure 4.

· 4. Switch Management

· D. SKA Configuration
· 3. Filter Configuration
And enable the IPv6 auto discovery / DHCPv6 as show in Figure 4.
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Figure 4. Filter Configuration page

D. UPnP Filter Configuration Procedure
Environment:

Setup Procedure:
Step 1. Enable the UPnP Filter function. 
Follow the following path to enter the Filter Configuration page as show in Figure 5.

· 4. Switch Management

· D. SKA Configuration
· 3. Filter Configuration

And enable the UPnP Filter as show in Figure 5.
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Figure 5. Filter Configuration page

E. Syslog Configuration Procedure
Environment:


	Interface
	MAC_Addr
	IP_Addr

	#4
	xx:xx:xx..
	192.168.1.3

	...
	...
	...


Setup Procedure:
Step 1. Setup the Mal-attempt Syslog function. 
Follow the following path to enter the Mal-attempt Log Configuration page as show in Figure 6.

· 3. Network Management

· 8. Mal-attempt Log Configuration

Enable the Log Server and enter the Log Server IP as show in Figure 6.
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Figure 6. Mal-attempt Log Configuration page

F. Source IP Anti-Spoofing Configuration

Environment:

	Interface
	MAC_Addr
	IP_Addr

	#4
	xx:xx:xx..
	192.168.1.3

	...
	...
	...


Setup Procedure:
Step 1. Setup the Source IP Anti-Spoofing function. 
Follow the following path to enter the DHCP Port Settings page as show in Figure 7.

· 4. Switch Management

· D. SKA Configuration
· 2. DHCP Port Settings

And select the FIX-IP mode as show in Figure 7.
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Figure 7. DHCP Port Settings page

Step 2. Setup the Static IP Mapping for a Port. 
Follow the following path to enter the Static IP Table Configuration page as show in Figure 8.

· 4. Switch Management

· D. SKA Configuration
· 4. Static IP Table Configuration

Creates “static IP-Port” mapping as show in Figure 8.
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Figure 8. Static IP Table Configuration page
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